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↗EDUCATION							↗LANGUAGES
	
BSc (Hons) in Computing (Multimedia) (2006)			Fluent in written & spoken English 
Staffordshire University, United Kingdom				& Malay Language
Grade Obtained: 2nd Class Upper
				
↗EMPLOYMENT HISTORY

Global IT Security Risk & Compliance Lead AIG Global Services 					January 2012 – Present

· Lead multiple teams of experts in the following areas that execute all security tasks at operational and technical level.
· AD/Windows Security
· Unix Security
· Varonis Data Privilege Team
· Guardium DB Security Team
· VPN/Remote Access team
· Ensure IT Security policies, procedures & standards are properly executed.
· Ensure efficient user and access management as per IT Security policies.
· Review & document all IT Security related operational standards.
· Ensure enforcement of policies and procedures across all data centers. (US, Singapore, Malaysia) 
· Work closely with external/internal audit for issues related to information security & privacy to ensure security compliance with governmental regulatory IT requirements.
· Ensure identification & reporting on suspected security breaches with key stakeholders.
· Provide governance by identifying, documenting and guiding business units in security related topics.
· Ensure all vulnerabilities & compliance issues are remediated during Server Go-Live.
· Ensure quality assurance audits of the live environment are performed around areas of security & access management for compliance.
· Review and assess privilege access requests.
· Define & implement dormancy checks across managed tools & platforms.
· Work closely with situation manager's during IT Security related Severity 1 incidents.
· Assist business units in projects such as application development, database design, and/or platform efforts to comply with IT security policies & best practices.
· Provide support relating to BCP/DR globally & regionally on all IT Security tools & best practices
· Manage & appraise personnelAchievements:
· Successfully deployed multiple security tools across US, Malaysia & Singapore data center which hosts more than 20,000 servers
· Developed & enhanced multiple process automation scripts across areas such as SQL, Windows & UNIX
· Successfully designed and developed a sharepoint WIKI for the Global IT Security Risk & Compliance team.



AD/Windows Security Team LeadAIG Global Services Malaysia				January 2011 – December 2012
Achievements:
· Successfully deployed Tivolli Key Lifecycle Management across Europe, Asia & US
· Worked closely with Quest Vendors to test and specify IT Security requirements of the product. 
· Updated/Documented multiple IT Security processes.
· Deployed IBM-ISS & ESM on more than 5000 Windows Servers. 
· Participated in IDM project to implement/upgrade current IDM system.

· Mentor & coach all personnel on AIG Security processes.
· Ensure all ticket resolved in compliant with the set processes.
· Perform Ad-hoc scripting for bulk requests. (ID Creations, Access Control, Privilege Management)
· Constantly identify risks & ensure the gaps are closed.
· Test & provide feedback on Security products.
· Perform catalogue testing with Service now ticketing system.
· Review and approve privilege requests.
· Point of escalation for all AD/Windows related issues.
· Handle all IT Security Server Turnovers for Windows
· eDMZ-PAR privilege ID Management



UNIX Sr. Security EngineerAIG Global Services Malaysia					January 2008 – December 2010
Achievements:
· Designed & developed UNIX/eTrust menu based program to minimize daily workload for the team.
· Developed shell scripts for eDMZ PAR to perform bulk privilege management activities
· Deployed ISS RealSecure on all UNIX hosts & ESM on all UNIX hosts
· Awarded employee of the quarter.

· Manage over 20,000 global Unix user accesses.
· Troubleshoot security-related problems on unix servers
· Provide support  for business unit disaster recovery tests
· Provide technical training for newly joined personnel.
· Monitor and remediate the unix server environment for adherence to security standards
· Handle all IT Security Turnovers for UNIX
· eDMZ PAR – Privilege ID Management
		


AD/Windows Security EngineerAIG Software International					August 2006 – December 2007

· Manage over 30,000 global AD/Windows user accesses.
· Work on Network access managed by Active Directory InfrastructureAchievements:
· Researched on multiple CLI tools & developed quick batch jobs to handle bulk provisioning.
· Worked with multiple teams to perform testing on Novell IDM by identifying underlying issues & risks

· Monitor and action tickets for activities within the User ID provisioning life cycle and incident resolution
· Handle all IDS Alerts to ensure changes made to the environment are authorized and compliant
· VPN access Management
· Manage over 10,000 Shared access.
· Perform monthly AD dormancy clean up.

↗SKILLS
RSA Envision
RSA-Juniper
Steel Belted Radius
CA ControlMinder
Centrify
IBM Proventia
MS SQL
Foundstone
Bladelogic Server Automation
Enterprise Security Manager
e-DMZ Privilege Account Management

UNIX Servers
Active Directory
Windows Servers
Qualys
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