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To learn and gain the required experience in related area with long-term goal of being in managerial position

EMPLOYMENT HISTORY

JUNE 2020 — PRESENT
SENIOR ENGINEER, CYBERSECURITY OPERATION, CELCOM AXIATA
KEY ACHIEVEMENT

Lead Cybersecurity Operations Team

Lead, establish, managing and maintaining Protection Program rollout across CELCOM to ensure it is
carried out in alignment with CELCOM business objectives and defined IT Security Plan timelines.
DLP Administrator and lead management and technical Data Security Project M.

Administrator for Exchange Online Protection (EOP) and Azure Information Protection (AIP)
(Establishing, managing and maintaining EOP Office 365 and AIP Office 365 policy)

Establishing, managing and maintaining Celcom Data Security and to ensure security compliance
for all Celcom Data Protection

Respond, documentation and resolve service tickets in a timely manner accordingly to SLAs and
continuously review, fine-tune and monitor implemented Data Security solutions such as DLP,
Database Security, Data Encryption, AIP Azure Information Protection & related platforms and
solutions.

Responsible as SME in enhancing and support data classification program throughout the
company.

Refine, enforce, and manage discipline surrounding information security policies and standards
balancing organizational risk and need against industry best practices.

Contribute in developing key usage reports and policy infringement alerts to support each business
area and the Information Security team (e.g. SOC, SIEM, Legal, Ethics, Compliance, etc.).

Inspect and fulfil requests for exceptions to security policies and standards related to protecting
sensitive information

As necessary, support or participate in security testing and remediation efforts

Data Risk Assessment for DLP

Manage VPN and IDM onboarding

AUG 2018 - JUNE 2020
SENIOR ENGINEER, IT SECURITY SERVICES DELIVERY & OPERATIONS, MAYBANK
KEY ACHIEVEMENT

Lead, establish, managing and maintaining Protection Program rollout across MAYBANK to ensure it is
carried out in alignment with the MAYBANK business objectives and defined IT Security Plan timelines.
Establishing, managing and maintaining on Data Protection Framework and its controls implementation,
in a cost-effective way using processes and resources aligned with the MAYBANK business goals.
Prepare budget delivery for Data Protection Program

SME across the Information Security and IT organization, for enquiries related to the defined Data
Protection Program.

Establishing, managing, maintaining and support updates for data protection-related Group’s
standards/policies

Conducted Data Security assessments to strengthen Data Protection program setup in the countries
including track and advice on closure of IT Security gaps.


mailto:fazlia.sheikhmohamad@gmail.com

e SME for Countries Head Technology Services in relation to IT Security related matters (where countries
do not have IT Security roles)

MAR 2016 -APR 2018
INFORMATION SECURITY EXECUTIVE, PETRONAS ICT SDN BHD
KEY ACHIEVEMENT
e Symantec Control Compliance Suite Administrator and lead compliance assurance program on 43
technology baselines (e.g.: Windows, Linux, RedHat, Firewall, Routers, Switches & Appliances).
e Perform monthly compliance monitoring and management reporting on BYOD & Anti-virus.
e Assist on DLP Monitoring and support
e Assist Security & Risk Manager in developing Security Architecture, Information Security strategies,
Information Security roadmaps, Information Security Policy, Technologies Baselines, security
process improvements, business cases and remediation plans.
e Provide recommendations for business processes and management controls to improve the
efficiency and effectiveness of security controls.

JUN 2013 -FEB 2016
TECHNICAL DATA ANALYST, PETRONAS CARIGALI SDN BHD
KEY ACHIEVEMENT

e Team Leader QC for Subsurface Data (Well Header, Deviation, Checkshot, Well Tops Data) for Malaysia
and International Countries.

e System Administrator for CDS and WMDB Application
e Provide weekly and monthly reporting to management for Wells Data
e Ensuring the quality, consistency, and integrity of data in a timely, effective and reliable manner.

SEPT 2012 — APRIL 2013
IT SUPPORT ENGINEER, GLOBETRONICS SDN BHD

JUNE 2012 - AUG 2012
MIS EXECUTIVE, GE-PAP SDN BHD

JUNE 2009 — NOV 2010
RECOVERY SPECIALIST, CIMB BANK

EDUCATIONS

2005-2008
DIPLOMA IN INFORMATION TECHNOLOGY, INTERNATIONAL ISLAMIC COLLEGE

2013-2016
CERTIFIED PETRONAS EXPLORATION AND PRODUCTION DATA MANAGEMENT (E&P), PETRONAS



PROJECTS

DATA RISK ASSESSMENT FOR DLP

DATA CLASSIFICATION CONTROL PROJECT

DATA SECURITY PROJECT

DATABASE ACCESS MANAGEMENT PROJECT (DAM) (IMPERVA)

DLP SERVER MIGRATION AND UPGRADES PROJECT

DLP AGENT DEPLOYMENT FOR MBB INTERNATIONAL AND BRANCHES PROJECT

DLP AGENT DEPLOYMENT FOR MBB AND ETIQA BRANCHES PROJECT

DLP POLICY ENHANCEMENT AND DEPLOYMENT FOR MBB, ETIQA INTERNATIONAL AND BRANCHES
PROJECT

DLP FIRMWARE UPGRADE PROJECTS

RSI SERVER CENTRALIZATION FOR INTERNATIONAL DLP

DLP DR SERVER NEW DEPLOYMENT

SPLUNK AGENT INSTALLATION FOR MBB, ETIQA AND MKE MALAYSIA AND INTERNATIONAL

CDS WELL DATABASE DEVELOPMENT & DATA MIGRATION PROJECT WITH HALLIBURTON

WELL & PROSPECT ONLINE REGISTRATION FOR EXPLORATION WELL PROJECT WITH HALLIBURTON
DATA QC AND DATA PREPARE FOR SUBSURFACE DATA FOR WELL (DEVIATION, CHECKSHOT, MARKER)
FOR DOMESTIC AND INTERNATIONAL

WELL HEADER DATA QC FOR DOMESTIC & INTERNATIONAL

MANUAL BASELINE ASSESSMENT

SYMANTEC CCS ASSET CLEAN UP

SYMANTEC CCS UPGRADE PROJECT

SYMANTECT CCS MIGRATION

SEBCHECK UPGRADE PROJECT (WEB HOSTING)

SEBCHECK UPGRADE PROJECT (IIS)

DLP POLICY ENHANCEMENT AND DEPLOYMENT

LANGUAGES

MALAY — Fluent in spoken and writing
ENGLISH — Good in spoken and writing

SOFTSKILLS

Ability to multitask

Influencing business stakeholder
Leadership skills

Effective Time Management

Fast Learner

Ability to work under pressure
Ability to work in team

Critical Thinking and Problem Solving

REFERENCE

HAFEZZA M ANAFIAH

HEAD

RISK MANAGEMENT, PETRONAS ICT SDN BHD
0122615527

AKRAM ABDUL RAHMAN

AVP

IT SECURITY OPERATIONS, MAYBANK
0123869318



