NURUL AIDIL BIN MARNI[image: ]
34, Jalan 4/6B, Seksyen 4,
43650 Bandar Baru Bangi Selangor.
Mobile: 013-399 6978
Email: nurulaidil@gmail.com

Personal Details
NRIC			:	780906-01-5189
D.O.B/ Sex/ Religion	:	6th September 1978 / Male / Islam
Marital Status		:	Married with 5 kids
Nationality		:	Malaysian
Spoken/Written		:	Malay / English
Interest/Pastimes	:	Martial arts, swimming & cycling

Highest Academic	:	Bach. Degree of Electrical Engineering (Info. Sys)
				Universiti Teknologi Tun Hussein Onn (UTHM)
aka Kolej Universiti Teknologi Tun Hussein Onn (KUiTTHO)
				Final CPA : 2.91, Graduation year: 2003

2nd Academic		:	Diploma of Electrical Engineering (Communication)
				Universiti Teknologi Malaysia (UTM)
Final CPA : 2.67, Graduation year: 1999

Attitude			:	
Able to work under pressure with minimum supervision, always eager to learn new knowledge and take up challenges, positive attitude and thinking, focus on solution not problem and good team player.

Professional Certifications						Year Obtained
​CQI and IRCA Certified ISO/IEC 27001:2013 Lead Auditor 		2020
Training Course (PR320)
Certified Secure Application Professional (CyberSecurity Malaysia)	2016
Certified ITIL Intermediate - Continual Service Improvement		2015
Certified ITIL Intermediate - Service Operation				2015

Certified Cisco Borderless Network Security Support Specialist 		2012
Certified Juniper Networks Professional (JNCIP-SEC)			2013
Certified Cisco Network Professional – Security (CCNP Security)		2008

Award						Awarded by		Year Obtained
MA GLT Award 2016 - ICT Command Center	TM 1MA		2016
VADS Lean Six Sigma (Yellow Belt)		VADS Berhad		2015
Finalist for Cool Team Award			TM Group		2014
Team Award for the year 			TM Enterprise		2011
Group Leadership (GLT) Award			TM Enterprise		2010

Professional Career
[image: ]
Senior Manager, TD Security			 		Jul 20 – Present 
Securities Commission Malaysia 

Summary of Role
Lead IT Security Team in managing IT Security projects and operations of IT Security technology such as Corporate NGN Firewalls, Endpoint Security, Email Security and ISP level DDoS protection. Perform risk and impact analysis with regards to Cyber Security matters.

Key Responsibilities & Experiences
· Lead, managed, configured, analyzed and present result of Phishing campaign and Cyber Security Awareness project. 
· Ensure Security Events escalation from Security Operation Center (SOC) is being analyzed and action taken as per recommendations.
· Review and analyze weekly and monthly SOC reports.
· Managed and configure Corporate NGN Firewall, Endpoint Security, Email Security and ISP level DDoS protection
· Lead the implementation of patch management for End User Computing and application servers.
· Review and fine tune Operational procedures which involve daily, weekly and monthly activity.
· Lead and perform the migration of Endpoint Security to a new management platform.
· Lead the Cyber Drill for Capital Market Cyber Security 2020 (CMCS 2020) as an Observer looking at the incident process execution and smooth communication.



Manager, IT Security Manager			 		Jun ’19 – Jun’20 (1 year)
Bestinet Sdn Bhd [image: ]

Summary of Role
Lead and build SOC team’s man power, process and tools to monitor Cyber Security threats towards Bestinet’s Corporate LAN, Internal Servers and External production systems (one of Govt Malaysian agencies) both in the Main Data Center and Disaster Recovery Center (Low-Prod). Provide consultation and advice for current trends of Cyber Security matter for RFP/RFQ or new software development project.

Key Responsibilities & Experiences
· Create and update SOP, Work Instructions and User guide relate to day to day SOC team Operation 
· Manage, fine tune and analyze Security Events logs using Security Incident Event Mgt (SIEM) tools.
· Internal Auditor for ISO27001 (ISMS) and ISO9001 (QMS).
· Ensure Cyber Security incidents are recorded, being follow-up and properly close 
· Assist Business Development and DevOPS team in National Digital ID (myBestID project) development covering Cyber Security portion.
· Lead as Cyber Security Solution Consultant for all Malaysian government RFP/RFQ that Bestinet participated in.



Manager, IT Security Incident Response 	 	Jan’18 – May’19 (1 year, 5 months)
cum Manager, Security Operation Center		Nov’18 – May’19 (7 months)
Telekom Malaysia 	[image: ]

Summary of Role
As IT Security Incident Response Manager - Responsible for providing 2nd level operational support to TM’s Security Operation Center (SOC) with regards to Cyber-attacks, Information Leakage, DDOS attack, Email attack and any related Information Security incident and event. Ensure collaboration across various divisions in TM during Crisis or Disaster and become the SPOC for IT Security matters.

cum as SOC Manager – Manage a 24x7 Security Analyst team focusing on 1st level support and monitoring of Security Incident and Events. Ensure the SOC team gains the most accurate end to end visibility from WAN (e.g DDOS, Router) up to end point or LAN (Firewall/IPS, EndPoint Protection, Network InSight) and perform immediate analysis and escalation as per SOP.

Key Responsibilities & Experiences
· Plan, lead, direct and manage TM Group network security devices.
· Collaborates security incidents response across TM Group of IT&NT division.
· Managing vendors based on agreed SLA and deliverables.
· Ensure access on the network and system resources for staff and customers comply with IT Security Policies.
· Manage the administration of Endpoint Security (Kaspersky AV) and Zero Day Threat Detection (Core Network Insight)
· Member of Change Approval Board (CAB) for Group IT and Group Information Security.




Manager, IT Command Center		 		Jul’15 – Dec’17 (2 years, 5 months)
[image: ]VADS Berhad

Summary of Role
Improve overall IT Event Management of VADS’s Managed Services through Integrated Operation Center (IOC) initiatives by developing the People, Process and Technology area.

[bookmark: bookmark=id.30j0zll][bookmark: bookmark=id.gjdgxs]Key Responsibilities & Experiences
· Lead and manage a 24x7 proactive IT monitoring team specifically handling IT Event and managing Incident Management using various monitoring tools such as Solarwinds, Nagios, Microsoft SCOM, EMC Smart, Zabbix, Arbor Peakflow and VCOPS.
· IT Event handling includes DDOS Security Alarm, Application fault alarm, Servers & IT Devices health performance (e.g CPU, Memory, Disk Space and Interface Utilization), and Integrated Environmental Monitoring System (IEMS) for VADS Data Center.
· Ensure all Incidents are logged into the ticketing system and first level troubleshooting is executed prior escalation to Level 2 Support team.
· Ensure the team understands the “Eye on the glass” concept and react promptly and accurately to the triggered alarm.
· Ensure escalated alarm are correctly escalated and follow-up to meet customer's SLA
· Review and improve customer's IT performance report and attend customer's service review meetings.


Manager, IT Governance & Compliance 		Jan’15 – Jun’15 (6 months)
VADS Berhad[image: ]

Key Responsibilities & Experiences
· Review ICT Security Policy, 
· ISO27001 transition to 2013 version
· Assist in PCI-DSS accreditation
· Perform Internal Audit base on ISO27001 & ISO20000 standard
· Perform Vulnerability Assessment on VADS Managed Data Center services


Manager, Customer Service Improvement 		May’14 – Dec’14 (8 months)
VADS Berhad[image: ]

Key Responsibilities & Experiences
· Act as Project Manager cum Project Consultant to improve Network Monitoring System (NMS) tools by integrating into single platform for all VADS Operation team
· Act as Team member in giving out clean raw data for Operational performance analysis
· Oversees the implementation of improvement initiatives in Service Desk ticketing system 


Manager, Security Operation Center 			Dec’11 – Apr’14 (2 years 5 months)
VADS Berhad[image: ]

Summary of Role
[bookmark: bookmark=id.1fob9te][bookmark: bookmark=id.3znysh7]Lead and managed a Security Operation Center (SOC) team consists of Security Analyst (L1) and Senior Analyst (L2) working in 24x7x365 shift rotation to support customers subscribing to VADS Managed Security Services (MSS). The MSS services covers Incident Management, Change Management, Request Management and Problem Management. 

Key Responsibilities & Experiences
· Monitor SOC’s team performance and quality in handling daily customer’s incidents and change requests as per customer’s SLA requirement.
· Continuously monitor and smoothen the progress of incident resolution, strategically intervene and escalate to vendor support whenever the requirement arises.
· Review and approve the customer's Managed Security Services monthly report.
· Ensure Security Event from SIEM are registered as Incident in ticketing system and an alert with recommendations are sent in timely manner
· Ensures SOC’s team operational SOP, quality of service, capacity planning, service direction and documentation are being reviewed on a regular basis.
· Effectively managed an Email Security anti-spam services for 300,000 users             (1GovUC project)
· In depth network security knowledge of TCIP, Firewall, IPS, Email Security Gateway (Anti-Spam), Web Content Filtering, SSLVPN and DDoS Protection.
· Successfully preserve ISO27001:2005 and Cisco Gold/MSCP certifications for VADS SOC for 2 consecutive years
· Appointed as ISO27001: Information Security Management System (ISMS) Internal Auditor for VADS Berhad and TM Group.


Senior Security Engineer 				Oct ‘06 – Nov ‘11 (5 years 2 months)
VADS Berhad[image: ]

Summary of Role
Responsible for Technical Post Sales delivery of MSS products which involved equipment ordering, testing, deployment, acceptance test, update status in customer’s project meeting, network security consultation, technical write-up and process flows.

Key Responsibilities & Experiences.
· Study actual customer requirements and expectations and match up with pre-sales proposals.
· Hands on configurations of security devices such as firewall, IPS, VPN, Web filtering, security event management system and logging system.
· Presentation of Security Reports to customer and SOC during project progress meeting and hand over of Managed projects
· Provide advice and support to VADS Security Operation Center with regards to in-depth troubleshooting and security incident
· Project team involvement as Senior Security Engineer in Enterprise and Government sector such as AmBank, SME Bank, Malaysian Airlines (MAS), AirAsia, Ministry of Education (MoE), MARA and KWSP.


Network Security Engineer 			Aug ‘03 – Sept ’06 (3 years 2 months)[image: C:\Documents and Settings\aidel\My Documents\My Pictures\teliti.gif]
Teliti Computers Sdn Bhd

Key Responsibilities & Experiences.
1) Project of Electronic Government Network (EG*Net) 
· Successfully installed and maintain firewalls for government’s agency nationwide
· Second level support for NetASQ firewall’s troubleshooting.
· Plan and implement firewall’s network infrastructure

2) Project of Government Financial & Management Accounting System (GFMAS) 
· Project Engineer for Network Security System which includes firewalls, IDS/IPS, antivirus system and network switches.
· Successfully plan and implement network security infrastructure nationwide
· Provide end user training for firewalls and IDS/IPS.


Salary & Notice Period

Notice period: 			1 month
Current monthly salary:		RM 10,500.00 (Basic)
Expected monthly salary: 	RM 11,500.00 (Negotiable)
Current job position:		Permanent (full time)

References

	1.
	Abdul Halim bin Abdul Aziz
General Manager
Telekom Malaysia.
+6019-666 3876
halimaziz@tm.com.my 
	2.
	Mazlan bin Zainal Khatib
Head, Technical Application & Migration
Pernec Corporation Berhad
+019-286 4027
mazlan.zainal@pernec.com.my 
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