LOW SAINT CHIAT

3 Simei Street 3
#06-08 Eastpoint Green
Singapore 529891
Cell: +65 97717326.
Email: laurentzlow@gmail.com
INFORMATION TECHNOLOGY SECURITY / RISK MANAGEMENT MANAGER
Eager to contribute towards the company's achievement by fully utilizing knowledge, experience and ability in managing broad range of corporate IT security areas, risk management and to analyze business needs and translating them into executable strategies and process improvement for the company.
PROFESSIONAL PROFILE
· Initiative driven and adept at developing and maintaining work processes to improve accuracy and efficiency, productivity and quality.
· Highly focused and results oriented and able to identify priorities and resolve issues.

· Proficient problem-solver who envisions business and technical perspectives to develop workable solutions.
· Comprehensive knowledge of and experience in IT software development processes and IT security.

· Proven strong teamwork coupled with the ability to work independently whenever required, motivating and drives team.
· Strive to improve on knowledge continuously to support the business growth and requirements.
· Hands-on experience leading all stages of system security review and audit, including business flow and process, system design, architecture and implementation.
· Highly motivated self-starter who takes initiative with minimal supervision. 

· Enthusiastic, knowledge-hungry learner and eager to meet challenges.
· Confident, hard-working employee who is committed to achieving excellence.

AREAS OF EXPERTISE

· Application Security                             
· Project Management and Coordination
· Research and Development

· Cost Benefits Analysis

· Policy Planning and Implementation
· Risk Assessment / Impact Analysis

· Security Awareness Training

· Network and System Security

· Process Improvement 
· Management Procedure documentation
· Regulatory Adherence

· Software Development

PERSONAL DETAIL

DATE OF BIRTH: 12th May 1979

NATIONALITY: Malaysian (Singapore Permanent Resident Status)
LANGUAGE PROFICIENCY: English, Mandarin, Malay Language
PROFESSIONAL EXPERIENCE 
ING BANK N.V (Wholesale Banking Asia), Singapore, May 2010 to present

Manager, Information Protection and Business Continuity Management

· Perform Information Technology Risk Assessment for regional and local applications e.g. HP TANDEM, CyberArk, Reuters Dealing, Commission Manager, Shanghai and Manila Regulatory payment systems and etc.
· Manage and review security monitoring requirements for high and critical applications
· Review Operation Security Guides for applications and infrastructures by IT solutions and services teams
· Revamped the External Connection Review Procedures to be aligned with forms, processes and review criteria of ING Amsterdam for ASIA region.
· Review external connections request and maintain inventory of External Connections for regional branches. 
· CIRT reporting and management
· Supports the Local COOs & IP&BCM Coordinators in all WB Asia branches in the area of Information Protection and Risk Acceptance process
· Prepare and complete User ID re-verification process for local and regional applications
· Coordinate desktop audit for ASIA regional branches.
· Coordinate and setting up the ArcSight Centralized log management system for different server platforms 
· Application Security control verification and validation using Qualys, Imperva and CCS. 
· Coordinate and complete the Monthly Key Risk Indicator (KRI) reporting for patch management, end of life platforms, desktop audit, antivirus update, TRA, monitoring, BCP etc.
· Coordinate ORM Scorecard IT compliance evidence
· Perform ad-hoc security review, RDM and service request implementation. 
· Ad hoc tasks e.g. self assessment on IBTRM checklist
SHINSEI BANK (SHINSEI TECHNOLOGY SERVICES PTE LTD), Singapore, August 2008 to April 2010
Manager, IT Control 
· Perform security review on all new applications and enhancements to existing applications
· Security design review on projects and change management request
· PIN management review on ATM, Internet and Mobile Banking, Customer Interactive Centre (CIC) channels
· Security Review on credit card system 
· Cyber-Ark Password Vault deployment project planning and implementation
· Project Management on closure of open shares in all production servers, application production server shared folder policy, server shared folder security checklist, review processes and enforcement at pre-production review and maintenance review.
· Develop security review processes and application security checklist
· Develop database security standards and checklists for MS SQL, Oracle, MySQL, Sybase
· Develop database configuration check script and enforce standard setup script for all database platforms e.g. SQL server, Sybase, MySQL and Oracle.
· Develop outsourcing review checklist and perform outsourcing review on vendors for business users
· Coordinate application and network security testing 
· Developed and published IT security review guideline
· Ad hoc Security design reviews on new implementation e.g. tape backup encryption, core banking, retail banking applications and pre-audit review.
OCBC BANK (M) BHD, Kuala Lumpur, October 2005 to Jul 2008
Assistant Vice President, Information Security (team lead)
· Review all the applications and align projects with Information Security policies, standards and guidelines and ensure due diligence for IS matters when roll-out of systems e.g. Consumer Internet banking, Mobile banking, Murex project, Partner Incentive Compensation System, Incentive Compensation Management system, Work Flow and Imaging system (WFI), ATM upgrade to 3DES.
· Project manager for Electronic Password Vault implementation in Malaysia.

· Maintaining ISMS documentation such as Application Security Checklists, Information Security Policy, Information Security Standard and Guidelines, Central Audit Monitoring SOP, Application Security Review SDLC, Security Awareness Training SOP, Security Bulletin SOP. 
· Amending and consolidate specific ISMS requirement documentation for outsourcing provider. 
· Review ITMP (Information Technology Management Procedure) for new implementation in term of security procedures and processes.
· Request and review vendor proposal and perform vendor evaluation for Application Vulnerability Assessment engagement for critical application e.g. Consumer Internet Banking, Mobile Banking. Negotiating with the vendor on requirement, cost and value added services.
· Conducting Information Security Awareness training to bank staffs every two months.
· Part of the team managing and preparing for VISA, MAS (Monetary Authority of Singapore) and BNM (Central Bank of Malaysia) audit.
· Coordinate bank Annual Penetration Test and tracking of closure of gaps from IT (Information Technology Department) and relevant Business unit (system owner) e.g. OCBC Malaysia annual penetration Test 2006 and 2007. 

· Presentation to central bank on new project implementation e.g. Mobile banking and Electronic bill payment.

· Perform key management of bank HSM (Hardware security module) and maintain main key registry for HSM. 
· Review and assist in documentation of processes for ATM 3DES Remote key management as compliance to VISA, coordinating key handling to branches, managing security of ATM, CDM, pin pad and EPP and responsible for ATM, Internet banking and IVR key migration. 

· Perform outsourcing project review to ensure all the IT security risks are adequately mitigated e.g. HR payroll outsourcing project, outsource statement printing.

· Short term attachment to Internal audit to audit on Consumer Internet Banking application.
· Setting up of IBM SMF configuration and SafeStone DetectIT within IBM iSeries.
· Perform daily AS 400 command monitoring and closure of alerts. Fine tuning on monitoring policy and reduce number of alerts received by 50 % by filtering out scheduled jobs and improving monitoring policy and streamlining the group AS400 security setting and configuration in the bank.
· Maintaining and finalize service agreement with vendor on AS400 monitoring tool support, coordinating and planning for test environment and upgrade to production.

· Involved in Employee Self Survey committee as task force member to improve on the employee satisfaction and engagement overall e.g. organize team building and other related events and manage to increase engagement score of 10% for 2006 and maintained the same score for 2007.

· Review and advice business owner/users to raise dispensation on risks discovered on applications. Member of TRMC (Technology Risk Management) working group which provide first level of review and approval on the dispensation items
· Performed server security hardening review for multiple platforms e.g. Windows Server 2000/2003, UNIX (Solaris, HP-UX), IBM AIX, Linux (Red Hat), AS400
· Member of NPAP (New Product Approval Process) committee and assigned as one of the functional specialist in reviewing security control on new products implementation.
OCBC BANK LTD, Singapore, November 2004 to September 2005

Assistant Manager, Information Security 

· Process improvement with the revamped of existing general application security checklist and web application security checklist.

· Enhanced the existing windows 2000 server hardening checklist to windows 2003 security hardening checklist.

· Performed Technology Risk System Assessment on Siebel CRM, ATM and Shared ATM, eGIRO and SIBS LMS and Billing System.

· Wrote Standard Operating Procedure (SOP) documentation on SDLC Security Review, Security Awareness and Security Bulletin processes and procedures.

· Wrote Information Security bulletin quarterly for publishing bank wide to promote security awareness among bank staffs. 

· Conducted Information Security Awareness training to bank staffs periodically.

· Assisted in preparing the presentation slide for security awareness training to senior management.

· AS400 security review on OCBC Securities Private Limited (OCBC Bank Subsidiary).

· Application functionality and security review on Murex Treasury project, Work Flow and Imaging system (WFI), Siebel ICM and Consolidated Messaging Platform (CMS) outsourcing.

· Enhanced the Bank Information Security Policy, Standards and Guidelines. 

· Proposed and implemented presentation on server security hardening and application security checklists requirement to Information Technology staffs.

· Performed server security hardening review for multiple platforms e.g. Windows Server 2000/2003, UNIX (Solaris, HP-UX), IBM AIX, Linux (Red Hat), AS400
JOBSTREET.COM (MSC) SDN BHD, Cyberjaya, January 2004 - October 2004

Application Engineer 

· Personally in-charge of enhancing and maintaining Job Street Learning portal website for Malaysia, Singapore and Philippines and subscriber modules for advertisement posting and maintenance by registered employers.

· Integrated application software from vendor into local application e.g. profiling application/test for registered job seeker.

· Provided software maintenance to implemented systems.

· Developed prototypes and applications under MGS (MSC Government scheme).

· Wrote .NET application modules.

RBS INFORMATION SYSTEM SDN BHD, Petaling Jaya, March 2002 - December 2003

Application Consultant 

· Personally in-charge of developing eServices (Internet Web Application) for unit trust companies to enable their clients to view statement, and performing fund investment.

· Wrote VB (Visual Basic) Application back office modules connected to SQL server 2000, extraction modules on AS400 and FoxPro database.

· Wrote SQL server 2000 stored procedures and DTS package.

· Designed and developed Report modules using Crystal Report version 8.0 and above.

· Used Third party Reporting Tools (Active Report).

· Developed OLAP Microsoft Analysis Server Cube (Active Cube) for online and offline analysis of data.

· Developed modules on HRMS (Human Resource Management system), TMS (Time Management system) and Payroll system development.

· Cooperated with system analyst during requirements specifications to iron out any technical issues.

· Designed, developed and maintained database tier, in terms of database administration and programming.

· Performed research and migrated existing applications to Microsoft .Net application.


MULTIMEDIA PROSPECT (MSC) SDN BHD, Subang Jaya, March - June 2001 

Analyst Programmer (Trainee/Industrial Training)
Responsibilities
· Wrote VB modules of ERP program connected to SQL Server for telecom industry leader.
· Researched on third party Active X control software and successfully integrated into the production.
· Performed testing of program modules and compile comprehensive test result. 
· Developed reporting modules using Crystal Report. 

TECHNICAL SKILLS AND COMPETENCES

· Programming Language: Visual Basic .Net, ASP.Net, ASP 3.0, Visual Basic 6.0, SQL, VBA, PHP, JavaScript, HTML, XML, C, C++

· Web Server / Application Server: IIS 5 and above, IBM WebSphere, IBM Weblogic, Apache-tomcat. 

· Database: Microsoft SQL Server 2000/2005, ORACLE, IBM DB2, MySQL
· OS Platforms: Windows 9x/NT/2000/XP/Vista, Windows Server 2000/2003, UNIX (Solaris, HP-UX), IBM AIX, Linux (Red Hat), AS400, HP TANDEM
· Tools: IBM SMF V5R1, SafeStone DetectIT, Symantec SCSP and ITA, Microsoft Visual Studio.Net, Microsoft Office, CyberArk Password Vault
EDUCATION
1991- 1996
SMK Taman Ehsan, Selangor
SPM (‘O’ Level equivalent) – Grade I (10 Aggregate)
1997 – 1998
SMK Kepong, Kuala Lumpur
STPM (‘A’ Level equivalent) – 5 Principles
1999 – 2002
Universiti Malaysia Sarawak
Bachelor of Science (HONS) in Information Technology (1st Class) 

PROFESSIONAL CERTIFICATION

Certified Information System Security Professional (CISSP)
AWARD AND RECOGNITION
OCBC Group Risk Malaysia New Horizon Award 2007
TRAINING

The Exploit Laboratory (2006)
Advanced Banking Application Security (2006)
ICT Project Management (2007)
Structured Network Threat Analysis and Forensics (2007)

Symantec Critical System Protection (2007)
HOBBIES/ INTERESTS
Traveling, listening to music, playing computer games and racquet sports.
NOTICE PERIOD

1 Month

EXPECTED SALARY

SGD 8000 (neg)
