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Education: Bachelor’s Degree of Computer Science (Artificial Intelligence) – Malaya University, 2004

Certification       PRINCE2 Practitioner  
                              Vanguard RACF Security (Mainframe z/OS Security)
                  Tandem (Securing Nonstop Servers Using Safeguard)
                  CyberSec First Responder (CFR) - Threat Detection & Response
                  Lean Six Sigma - Yellow Belt 
                  Ms Excel 2007 Intermediate   
                  ITIL v3 Foundation                         

Soft Skills Courses: 
· Mastering Communication & Influencing Skills
· Problem Solving & Decision Making (Kepner - Trego)
· The Seven Habits of Highly Effective People,  Brilliant Communication (Effective Psychological  Communication Techniques)
· Effective Presentation Skills & Effective Workplace Communication Leading a  Strategy-Focused Organization
· NLP Practitioner
· PIP – Performance Improvement Plan and Grievances        

Areas of Expertise & Knowledge

           Project Management - Cyber Security Project Specialization
Planning; Resource Management; Coordination; Risk management; Communication; Team management; Problem solving; Vendor management; Business case justification; Change management process; RFQ process; Technical specification document; End to end documentation; Project charter; Reporting; Stake holder engagement; Change management

           Identity & Access Management (IAM)
Access control & User ID and Privilege ID provisioning - Application and Platform (OS) 
                     z/OS (RACF, CA-ACF2), AS400, UNIX, AD Domain, Windows, Tandem (HP Non-stop server), 
                     Financial and banking application.   
                     
          Team Management & Operation
· Efficient team management and supervise administrators and analysts team
· Strategic & resource planning
· Strong decision making & problem solving skills and able of priorities tasks
· Track record of delivering results with deadlines
· Team quality improvement planning,
· ID provision project transition, Process & procedure establishment.

          Audit & Compliance (IAM)
· Preparing RFI to Audit team; Working with Audit team for security enhancement; ID cleanup and remediation,
· User and privilege account review and  recertification,
· Dormant ID cleanup; Quarterly access/privilege review; process and procedure review; Access violation 
· Generating User Access Violation report, dormant ID report and DSMON report
· IAM governance and improve access control



           IAM Project Management 
· Establishment of process/workflow for IAM and consolidate and create procedure/step by step guide for each applications,
· Working with project manager on requirement and transition, 
· Client engagement and knowledge gathering,  
· Setting-up infrastructure for ID provisioning; Couching Administrators and Service Desk; Signoff upon testing
       

Career Snap Shot

· Improved and shortened RACF and mainframe ID creation process
· Designed and created Service Request form for Maybank client
· ID provision process improved for AIA, Maybank & Manulife
· Successfully transitioned ID provisioning tasks from Manulife ASIA & UTC-Chubb
· Manage team effectively with insufficient resources during staff laid off
· Established Privileged ID review process and method for CyberArk,
· Increased Administrators productivity to meet target delivery (KPI) and achieve SLA (1 hour and 4 hour SLAs) for Manulife
· Successfully coached inexperienced administrators to be skillful resources
· Reduced Audit findings in managed application
· Successful investigation on fraud employee who involved in illegal money transfer
· Manage to deliver project on scheduled time
· IT Security Awareness SOP establishment for CIMB
· Procurement and Asset management SOP creation for CIMB


Professional Experiences

March 2019 – Current | Apar Technologies | Client: CIMB (Contract) |
Role: IT Security Project Manager
Projects: 
Privileged ID Management (PAM) MasterSAM (Team: 4 resources)
Symantec WSS agent deployment Team: 4 resources)
Netscout ATA integration (Team: 4 resources)

· Manage Banking IT Security Solution project and implementation
· Tracking activities against detailed project plan
· Prepare and submit change for activity via ITHM system
· Submit Firewall port access for new project requirement upon review
· Updating project plan to include agreed changes
· Handle project team including vendor and subcontractors
· Escalating issue and areas of concern to senior managers
· Work with engineer to solve the issue arising during project implementation
· Monitoring vendor to ensure the delivery
· Preparing business case justification and Technical Specification Document
· Presentation to Enterprise Architect team for new solution and review
· Managing Security solution upgrade
· Procurement , resource renewal and Security License renewal 
· Handling IT Security Awareness & Training 









March 2018 – February 2019 | Techlab Security (M) Sdn. Bhd
Role: IT Security Project Manager - (Cyber Security Solution & Appliance)
Projects: Sophos Firewall implementation – PNB | Sophos Firewall implementation - Pantai Hospitals (Team: 5 resources) | Sophos- Email Gateway – TRX (Team: 3 resources) | IBM Bigfix Patch – Maxis & TNB Team: (7 resources) | InfoExpress CGX – Sunway University Team: (5 resources) | IBM MaaS360 – CGC Team: (5 resources)
· Lead efforts involving work plans, schedules, project estimates, resource plans and status reports within time, and specification constraints
· Create Project plans and assist with monitoring and tracking of Cyber Security solution offerings with focus on external and internal stakeholder
· Provide potential resolutions to problems, project changes and resource constraints
· Working closely with Client and internal resources to create realistic delivery plans
· Provides project management and leadership with guidance
· Proactively identify risks and issues on projects
· Security Deployment Management team: Manages all security and connectivity based deployments, also manages a number of security projects
· Adhere to established policy and procedures with respect to project management methodology quality assurance and other related standards
· Ensure that issues blocking the success of the project are identified and brought to the attention
· Responsible for project oversight, governance, and status reporting
· Work with management and engineers to ensure the portfolio of infrastructure projects are delivered on time and budget
· Oversee and manage ongoing projects and serve as liaison between management, deployment team, and the client organization
Previous Role: SOC Lead (3 months) – Interim
· Worked on SIEM tools Qradar & AlienVault
· Managed team of security analysts to monitor security threats and
Escalations including log reviews
· Ensured vulnerability assessments and risk mitigation is performed for
             critical infrastructure components.
· Performed document reviews to ensure changes within the environment were
· effective and appropriate
· Coordinated with business customers and third party vendors to
help with determining the scope of the investigation and further improvement.
· Coach, manage and develop staff by establishing clear goals, expectations and strategies for employee performance and career development
· Manages identification, containment and remediation strategies
· Reporting – monthly, weekly and daily from SIEM


October 2016 – Feb 2018 | Freelance & Self Development |
· Pursue professional certificates – CFR , PRINCE2 practitioner
· Provide professional certificates courses – CFR , PRINCE2 Foundation , CEH
· Security tools exploration; Performed online user testing; Learned online courses








May 2011 – October 2016 | CSC (M) Sdn. Bhd |                 
Role: Regional Security Manager - (Identical & Access Management (IAM))
Clients: Manulife (Asia), AIA (Asia), Maybank (Mainframe Security), Rio Tinto (Global)
Staff reporting: 3 Team Lead and 35 Security Administrators
· Created application/platform process & procedure and review SLA document to ensure the SLA met according to client requirement and closure of Identity-related tickets in timely manner and ensure no reoccurring.
· Monthly review on dormant ID report & security violation report and take necessary action against those violation. 
· Review privilege user account access and approval; coordinate quarterly Audit review on privileged ID and resigned  staffs; 
· Participate in Daily Service Review (DSR), Service Restoration (SRT), and Change Advisory Board meetings (CAB)-. (ITIL practices), Preparing root cause analysis (RCA) for Security related incident.
· Manage team effectively to optimized the 
· Plan and implementing IAM project internally


Prev. role: Identical & Access Management (IAM) Lead
Client: Manulife (Asia) | Staff reported: 5 Security Administrators
· Planned the transition from offshore client on process, knowledge transfer and infra setup. 
· Monitored & report on standards & performance targets; 
· Performed test and implemented Identity management tool 
· Produced and provide monthly SLA report to client;  
· Manage ID provisioning team to ensure all tickets resolved in timely manner and achieve the SLA accordingly.
· Developed and improved processes, procedures, work instructions.



Aug 2010 – Apr 2011 | HP (M) Sdn. Bhd |
Role: Service Delivery Consultant (Level 3) – Specialist
· Mainframe security support for 50+ accounts globally and worked on RACF, ACF2 and NACOS internal EDS software.
· Deep & detailed trouble shooting of any problem in RACF.
· Attended daily requests; Involved in offshore projects; Generating report
· Service delivery performance;  Follow-up on escalation from customer & ensure problem resolve within timeline;
· Provided training to team on RACF related problem.


June 2008 – Aug 2010 | CSC (M) Sdn. Bhd |
Role: Access/Identity Management Lead | Client: Maybank | Staff reported: 15 Security Administrators
· Monitored work performance ,service deliverables, and ensure closure of approximately 6000 tickets per month with SLA is met for all affected tasks;
· Make sure audit-related matters are carried out and closed of approximately 30-40 audits per year;
· Administrators performance review, provided input to Ops Manager, and settling staff disputes;
· Participate in DSR, SRT, CAB meetings. (ITIL practices)
· Dormant ID clean-up for all application on monthly basis and meeting with client for service improvement  and service delivery performance; 









              
Oct 2005 – July 2006 | EDS MSC (M) SDN BHD | & July 2006 – June 2008 | CSC (M) Sdn. Bhd |

Role: IT Security Administrator | Clients: ABN-Amro | CIMB | Maybank
· Performed daily task of ID provisioning ( Creation, Deletion  & Modification)
· Granted Access control according to User Access Matrix and request.
· Delivered SLA & high priority tickets on timely manner.
· Worked on application transition from offshore
· Generated violation report and DSMON report for review and audit purpose.
· Involved in internal project such as CICS, z/OS and related application upgrade.
· On-site standby and coordination for DR activity.
· Supported application: RACF, AS400, Lotus Notes, AD and Windows, UNIX & banking application


Jun 2005 – Oct 2005 | CSC-CSA (Computer System Advisors) | 6 months contract |
Role: Computer Operator & System Backup | Client: Maybank
· Performed backup, daily batch, monitoring for applications and servers;
· Performed process & procedure document review and update periodically


References are available upon request

                             


