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PERSONAL DETAILS  

Date of Birth  : October 25th, 1994 

Residency Status : Malaysian, Citizen 

Languages  : Fluent in English and Malay 

Interests  : Topics on mindfulness, sustainable living & living off-grid.  

Hobby                 : Physical training (running & Muay Thai) & aquarist. 

PROFESSIONAL EXPERIENCE 

 

IT Security Engineer in Mesiniaga Berhad 

January 2018 – Present 

• IT Security Engineer for Axiata Group Berhad (Client of Mesiniaga). 

• Manage deployment of Windows Update patch to users on monthly basis. 

• Monitors Data Loss Protection (DLP) system, assist on whitelisting users and manage minor changes in 

DLP. 

• Troubleshoot DLP-related issues & perform Annual DLP Reviews with key users of departments to ensure 
detection metrics are relevant.  

• Support client/vendor on applications implementation that are related to security. 

• Assist user on VPN access requests, connection issues and ensuring that user accesses are being 

reviewed on a monthly basis. 

• Perform Phishing Campaign in quarterly manner within the organization to support management’s 

initiatives. 

• Respond to Security Operation Team on alarms raised and disseminate particularly to adhere the SLA 
based on severities. 

• Respond to Threat Protection alerts and review security recommendations to minimize security risks. 

• Apply device policies through Mobile Device Management system based on requests from client. 

• Assist on reviewing Standard of Procedures related to security operation referred to company’s 

standards. 

• Provide Cyber & Information Security awareness to end users. 
 

IT Security Analyst in Prudential Services Asia Sdn Bhd 

October 2017 - December 2017 

• Perform Firewall Rules Review for local business units based on the standards and policy of Prudential. 

• Monitor on the latest vulnerabilities/breaches that could be listed as potential threats to the environment. 

• Perform risk assessment to proceed with Patch Advisory for any new vulnerability/security update 
encountered in daily monitoring.  

• Perform risk assessment escalated by CSOC and advise on further steps to be taken. 

• Provide Monthly Patch Advisory for the purpose of patching the assets in the environment. 

• Perform monthly DLP scans on file servers to detect if any critical information being exposed. 

 



 

 
 

IT Security Engineer in Synergycloud Sdn Bhd 

December 2016 – September 2017 

• Monitor live network utilization on Internet links to discover real-time threats and identify malicious 
address with Next-Gen Firewall as well as other network tools. 

• Perform vulnerability tests and provide recommended solution on a monthly as well as ad-hoc basis. 

• Monthly antivirus report and analysis based on statistical information of malwares and computers 

affected. 

• Respond to incidents reported by end user or IT authorities and mitigate incidents based on self-acquired 

• solutions or provided by higher authorities. 

• Respond to any issue regarding firewall rules and to troubleshoot accordingly. 

• Manage VPN for users by providing revoking access of users and configure routing for specific VPN 

hosts. 

• Manage the maintenance and upgrading of the data centre facilities (security related). 

 

Programmer in HeiTech Padu Berhad (Internship) 
March 2015 - May 2015 

• Create web-based user interface for application systems based on the requirements given by the 
business solutions. 

• Provide ideas for improvement that can be done on application systems. 

• Program the function in application system to make it run based on suggested action. 

• Test application systems to find any error before proposing to customers. 

• Experienced with biometric devices as the scope of application is user registration. 

• Handled minute meetings to share current progression among the team. 

 

EDUCATION 

 
Year 2013 – 2016 

Bachelor of Information Technology (Information System) (Hons.) – May 2016 

Universiti Tenaga Nasional (UNITEN), Putrajaya 

Grade/CGPA: B / 2.87 

 

Year 2012 – 2013  

Foundation in Information Technology (Information System) (Hons.) – May 2013 

Universiti Tenaga Nasional (UNITEN), Putrajaya 

Grade/CGPA: C / 2.49 

 

REFERENCE 

 

MOHD AKRAM ALIF BIN MOHD AZIZ 

(Senior IT Security Engineer in Mesiniaga Berhad) 

 

**details will be provided upon request 


