				[image: ]
NOR AKMA BT ALIAS


E-mail		: nor.akma87@gmail.com
Mobile no	: +6019-9108707
Address	: C-12-11, H2O Residences @ Ara Damansara,
  Jalan PJU 1A/3, Ara Damansara,
  47301 Petaling Jaya,
  Selangor Darul Ehsan


PERSONAL PARTICULAR	

Age		: 33 years old
Date of Birth	: 1st July 1987
Place of Birth	: Hospital Kinrara, Puchong, Kuala Lumpur
Gender		: Female
Race		: Malay
Nationality	: Malaysian
Marital Status	: Married


EDUCATIONAL BACKGROUND	

Diploma 
Qualification		: Diploma of Engineering Technology in Telecommunication                                                             
                                         (Telecommunication Engineering)
Year			: July 2005 – May 2008                 
Field of Study		: Telecommunication Engineering
Institute/University	: Universiti Kuala Lumpur British Malaysian Institute (UniKL     
  BMI)
Grade / CGPA		: 3.20



EMPLOYMENT HISTORY	

NTA MONITOR (M) SDN BHD (trading as Intertek NTA)

Position Title		: Senior IT Security Analyst
Position Level		: Team Leader for Technical Team
Specialization		: IT/Computer – Network/System/Database Admin
Industry		: Computer / Information Technology 
Duration		: June 2008 – Present (12 years)

Work Description:
The company specializes in network security and internet application security. My role was as a "White Hat" penetration tester performing different types of vulnerability assessments to Internet systems including vulnerability assessment, penetration testing, web application testing, VPN testing, wireless infrastructure testing, network architecture testing and auditing, and other security related testing.
NTA Monitor is also an Approved Scanning Vendor (ASV) under the PCI Data Security
Standard (PCI DSS), and provide ASV scanning.
I have picked up some major knowledge and skills while I work here particularly in the areas of networking, security testing, and web server administration in pure Linux environment which also included the workarounds of Linux commands, server management and also some basic Perl programming. I also have the experience working in United Kingdom's office for a year.
Specific Job Scope:
i) Vulnerability Assessment
a. Identifying open ports (TCP/UDP) on specific Internet servers and enumerating all the services offered on them (eg: HTTP, SMTP, FTP, etc)
b. Fingerprinting the software type and version of the application used in the servers
c. Identifying vulnerabilities on each of the services found on the servers and compiling all the issues found into a report which will be delivered to the customer
d. Performed over 700 vulnerability assessments for various customers throughout Europe, South Africa and Asia
e. Tools used: Proprietary Perl-based test engine, Nessus, Qualys, Nmap, etc
ii) PCI Compliance Assessment 
a. The PCI DSS requires that systems handling cardholder data, plus any Internet facing IPs that are adjacent to these systems, be scanned for vulnerabilities
b. These scans must be performed by a PCI Approved Scanning Vendor (ASV) such as NTA Monitor (M) Sdn Bhd
iii) Penetration Testing
a. Security test focusing on drilling deeper into systems to investigate how far can an intruder go and how much information can be gathered
b. Tools used: Metasploit, Nmap, Burp Suite, etc
iv) 
Web Application Testing 
a. Analyze/test on the web application’s SSL encryption used, authentication method implemented, session management and input validation
b. Identifying SQL Injection and Cross-site scripting loopholes
c. Analyzing webserver responses to invalid/malicious requests
d. Security test conducted on a black-box approach (no prior knowledge of the underlying system used)
e. Tools used: Proprietary Perl-based test engine, Burp Suite and some other Firefox plugins such as the Web Developer Toolbar, Wappalyzer, etc
v) API Testing
a. Verify whether the return value is based on input condition. Response of the APIs should be verified based on the request
b. Verify whether the system is authenticating the outcome when the API is updating any data structure
c. Verify whether the API triggers some other event or request another API
d. Verify the behavior of the API when there is no return value
e. Tools used: Postman API
vi) Third Party Acquirers (TPAs) System Audit
a. Assessed client’s adherence to all requirements in the Rules issued by MyClear 
b. Obtained assurance that client is in compliance with the Rules by MyClear
c. Adequate risk management processes are in place
d. Adequate physical and system security measures and controls have been implemented
e. All significant systems and operational processes, security measures and controls are reviewed periodically
vii) Vulnerability Research
a. Researching new vulnerabilities to investigate how the issues can be exploited and what are the mitigation options
b. Flagging issues as High, Medium or Low risk based on their critical factors
c. Writing simple Perl-based Regular Expression which can be used in the proprietary scan engine to detect the vulnerabilities
d. Providing a proof-of-concept for the new vulnerabilities being researched
viii) Other works
a. Training junior staffs on how to perform security assessments and writing reports
b. Joining the sales representative when meeting customers to answer technical questions and related matters
c. Conducting weekly discussion session between staffs for knowledge sharing and brainstorming
ix) Customer Debrief
a. Presenting the test results to customers verbally either through teleconference or face-to-face
b. Providing consultancy recommendations on the vulnerability issues found
c. Providing a proof-of-concept for the customer

ADDITIONAL SKILLS 	
· Good level of computer skills - Microsoft Office (Word, Power Point, Excel).
· Have knowledge of UNIX & Windows security.
· Have a basic in programming application and microprocessor-based system (Assembly language programming) and basic knowledge in electronic field.
· Have an experience in designing engineering project which related with telecommunication technologies.



LANGUAGES	
(Proficiency: 0=Poor - 10=Excellent)
	Language
	Spoken
	Written

	Bahasa Malaysia
	10
	10

	English
	10
	10





MISCELLANIOUS	
Willing to Travel	: Heavy (>50%)
Current salary		: RM 7 800
Expected salary		: RM 10 000
Possess Own Transport	: Yes



REFERENCES	
Mukhris Bin Harun
Position	: Senior IT Security Analyst, NTA Monitor (M) Sdn Bhd
Mobile no	: +6019-2612526
Email		: mukhris.harun@intertek.com
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