
 

 

  

 

 

PERSONAL PARTICULARS 
 
 IC NUMBER : 950210035092 
 EMAIL  : aunizulkifli95@gmail.com 
 CONTACT NO : 011-32644264 
 GENDER  : FEMALE  

  

CAREER OBJECTIVE 
 
5 years' experience Internal IT Auditor in with strong emphasis in performing, identifying, monitoring 
and evaluating the effectiveness in internal controls, systems, procedures and Bank Negara Malaysia 
(BNM) Guidelines. Appraise the many systems used are adequately integrated to ensure valid, 
reliable and consistent data are being used across departments. Perform IT audit assignments and 
integrated audit assignments (combine with Operation team, Regulatory team, Retail Credit team 
and Corporate team) related to MBSB Integrated Core Banking (MICoB). Revisit and monitoring 
Company’s Data Centre (physical security & environmental controls), monitoring Card Embossing 
process at Vendor site and perform audit program at overseas site. We are using Audit Management 
System (AMS) for the purpose of act of evaluation of all the activities of all the departments and 
future oriented task which evaluates timely in all the levels of management. Passionate about 
innovation by joining some innovation competitions and training certification.  
 
2 months’ experience Application Support Analyst in in handling application support and software 
tester of various samples of products in Laboratory Information Management System (LIMS) in 
Laboratory.  
 
3 months’ experience Database Administrator and Web Developer in managing database 
administration of an operational or technical level function for database creation, logical and 
physical database design.  
 

EDUCATION 
 

Year Qualification Institution Result 

2014- 
2017 

Bachelor Degree in Information System in 
Information Technology (IT) 

UNIVERSITI TENAGA NASIONAL 
(UNITEN), Kampus Putrajaya 

CGPA 3.30 

 

2013- 
2014 

Foundation in Information Technology (IT) 
UNIVERSITI TENAGA NASIONAL 

(UNITEN), Kampus Putrajaya 

CGPA 3.18 

 

 

 

 

AUNI BINTI ZULKIFLI 

SURIA PANTAI RECIDENCY, JALAN 
PANTAI SENTRAL 3, PANTAI SENTRAL PARK, 

59200 KUALA LUMPUR. 

NATIONALITY : MALAYSIAN 
RACE  : MALAY 
RELIGION : ISLAM 
STATUS  : SINGLE 

mailto:aunizulkifli95@gmail.com


EMPLOYMENT HISTORY 
 
1) MALAYSIA BUILDING SOCIETY BANK (MBSB) BERHAD 

Period : January 2021 - Present (2 years) 
Position : Information Technology Auditor, Executive 
Location : Petaling Jaya, Selangor 

 
Responsibilities 

• Assist the Head of Information System Audit/Managers/Team Leaders in ensuring that the 

approved audit plans of the Head Office Departments and ad-hoc assignments are carried 

out. 

• Ensure Authorization Letter (AL) and Audit Planning Memo (APM) are prepared based on the 

audit plan set by the Team Leader/Manager. 

• Perform extractions of audit samples, conduct Pre-Audit Risk Assessment on the 

business/operations units to be audited and conduct audit within the timeframe allocated. 

• Perform audit fieldwork based on the objectives and scopes set the Team Leader/Manager. 

• Assess all operational lapses and weaknesses are raised for management's information and 

consideration for the next course of actions. 

• Monitor all audit findings have been resolved as agreed by the management and to continue 

following up the issues as well as updating the status of unresolved findings. 

• Perform the follow-up audit to ensure that the audit findings were resolved. 

• Perform IT audit assignments and integrated audit assignments (combine with Operation 

team, Regulatory team, Retail Credit team and Corporate team) related to MBSB Integrated 

Core Banking (MICoB) as follows: - 

- Retail Payment Systems, IT Risk Management, Information Warehouse & Data 

Governance, IT Asset Management, IT Network Security & Administration, Regulatory 

Reporting System, PowerKollect System, Treasury Management System, Electronic Know 

Your Customer (e-KYC), Business Continuity Management (BCM).  

• Participate as independent observers during the development and testing of the BCP and 

DRP to provide an independent evaluation of the testing preparation and performance. 

Perform submission to BNM on the assessment on Business Continuity and Disaster 

Recovery Plan Report (DRP).  

• Appraises the reliability of internal controls, systems, procedures and identifying key risks 

areas and lapses for improvement and monitoring corrective actions. 

• Perform audit reviews across the entities under the Group to evaluate the Network 

diagram/ design and operating effectiveness of internal controls and comply with regulatory 

requirements i.e. review on penetration testing results, vulnerability assessment, security 

patches, hardening checklist, Information security policies and procedures, DLP and 

computer encryption setting, checking on backup server through IP address on DB server, 

Web server, App server, Incident response/report/ ticket, etc. 

• Report significant issues related to the business and operational processes for controlling 

the activities of Group together with recommendations for improvements by preparing 

periodic audit reports summarizing results of audit activities and follow-up reports on timely 

basis. 



• System integration - Appraise the many systems used are adequately integrated to ensure 

valid, reliable and consistent data are being used across departments. 

• System Development - Verify if that the systems under development meet the objectives of 

the organization, and to ensure that the systems are developed in accordance with generally 

accepted standards for system development. 

2) AEON CREDIT SERVICE (M) BERHAD 
Period : January 2018 – December 2020 
Position : Internal Audit in Information System, Executive  
Location : Bangsar South, Kuala Lumpur 

 
Responsibilities 

• Plan and conduct Information Technology (IT) Audits to assess the adequacy and 
effectiveness of governance, risk and internal control processes.  

• To conduct IT audit activities and/or investigation within authorities and responsibilities 
outlined in IT Internal Audit Charter. 

• A network audit will assess the IT infrastructure and determine where there are technical 
frailties, security risks and key areas that can be improved upon. 

• To report promptly any breach of law, regulation, the company’s code of conduct or other 
company policies, procedures and Bank Negara Malaysia Guideline (GPIS and Management 
Customer Information and Permitted Disclosures) to immediate superior.  

• Involve audit checking, review, monitoring and evaluating on IT audit program at overseas 
site such as AEON Credit Service India Pvt Ltd, Phoenix City, Mumbai, India on January 2020. 

 
IT Audit Activities 
Perform substantive IT tests based on audit steps designed in the IT audit program as 
follows:- 
 

1. Application and system that I’ve been audited and tested in network environment 
are E-Wallet Application, QR Pay, 3D Secure, Point Management System (PMS), 
Application System 400 (AS400) for Credit Card and Easy Payment, Loan Origination 
System (LOS), Customer Relationship Management (CRM), Active Directory (AD), 
ACE Plus, Front-End Processing (FEP), Aspect System, Email Outlook Application, 
Disaster Recovery Plan (DRP) and Business Continuity Management (BCM).  

2. Perform auditing in Operating System (OS) Server, Windows Server, Red Hat 
Enterprise Linux/Unix Server, Oracle Database Server, revisit and monitoring 
Company’s Data Centre (physical security & environmental controls) which Fireproof 
Safe Tape and network cable, revisit and monitoring Card Embossing process at 
Vendor site. 

3. Perform IT audit program as follows:- 
a. Application Server Security Management 

- evaluate the application security design of controls effectiveness, 
- evaluate QR Pay Code implementation effectiveness,  
- ensure the latest version of Windows/OS/Red Hat Enterprise Linux, Oracle 
DB, etc. 

b. Maintenance of IT Operations and IT Infrastructure 
- to ensure the business activities runs with the latest technology security 
and productivity such as update latest security patches, review hardening 
activity checklist, updated vulnerability assessment, keep regular track of 
the server’s normal running speed and bandwidth usage, nagios monitoring, 
etc.  



c. Change Control Management 
- checking on the type of change control ticket and IT Incident management 
(including upgrades to application software, modification to business 
information, emergency fixes, etc) were being made in accordance with a 
change management process. Ensure that application changes test are 
completely performed based on Test Script (involve system flow change) 
and attached with Test Result.  

d. Network Design and Antivirus 
- auditing and monitoring the Security Operation Centre (SOC), Web 
Application Firewall (WAF), Symantec Endpoint Protection (SEP), SIEM, 
McAfee Web Gateway, Intrusion Prevention Systems (IPS), Data Loss 
Prevention (DLP), FireEye, etc. 

e. Backup Management and Contingency Plan 
- establish whether back-ups of data and software are performed 
periodically to meet business requirement such as daily, weekly, monthly 
backup, back up tools, job monitoring backup, etc.  

• Participate as independent observers during the development and testing of the DRP to 

provide an independent evaluation of the testing preparation and performance. Perform the 

assessment on Disaster Recovery Plan Report (DRP).  

• Perform audit reviews across the entities under the Group to evaluate the Network 

diagram/ design and operating effectiveness of internal controls and comply with regulatory 

requirements i.e. review on penetration testing results, vulnerability assessment, security 

patches, hardening checklist, Information security policies and procedures, DLP and 

computer encryption setting, checking on backup server through IP address on DB server, 

Web server, App server, Incident response/report/ ticket, etc. 

3) LYNAS MALAYSIA SDN BHD 
Period : September 2017 – October 2017 
Position : Application Support Analyst & Software Tester, Executive 
Location : Gebeng, Kuantan 
 
 Responsibilities 

• Responsible in handling application support and software tester of various samples of 
products in Laboratory Information Management System (LIMS) in Laboratory. 

• Test, manage and store the details of data sample as IT Administrator.  

• Responsible in creating LIMS authorization. 

• Monitoring the troubleshooting server via Sample Manager, FTP Server & Remote Desktop. 

• Managed IT incident ticket such as loss the information of product, outlook access, and 
password unlock, etc.   

• Responsible in testing calculation of the result from instrumental and after result is 
completed automatically will authorised the sample. After receive the sample and will 
printed out the sample in worksheet. 

• Handling in label template known as a report. It is used to generate instrument for sample, 
generate Out of Order label for faulty instruments, generate ready-made chemical label and 
generate the reagent label. 

• Set up new laptop, install antivirus, and check the cable connection. 

• Managed the expired version of the IT equipments. 

• Documenting implementation plan and enhance new technologies in Environment (ISO), 
Occupational Health and Safety, Business Risk and Social responsibility.  
 



4) RESOLV TECHNOLOGIES SDN BHD 
Period : February 2016 – May 2016 
Position : Database Administrator & Web Developer, Internship 
Location : Cyberjaya, Selangor 

 

• Managed database administration of an operational or technical level function for database 
creation, logical and physical database design. 

• Responsible to create input data users received from the letter of government myKKP/ 
dosh.gov.my in database design using MySQL Connector/NET. 

• Microsoft Visual Studio that simplifies the development of applications using data stored by 
the MySQL Connector/NET.  

• Worked closely with web developers and assisted them in group web development projects. 

• Resolved minor bug fixes and created documentation for existing development projects. 

• Maintained entire family’s schedule and organised events. 

• Organised and attended meetings, including compiling all documents and reports ahead of 
time. 

• Managed and reviewed filing and office systems. 

• Assist technical team in handling the network server asset.  
 

TECHNICAL SKILLS  
 
Software 
Audit Command Language (ACL) Analytics, Microsoft Office 365, Microsoft Visual Studio, MySQL 
Database, AS400 System, LOS System, Sample Manager, SAP System, Adobe Dreamweaver, 
Wampserver, Xampp, ERP System. 
 
Operating System 
Microsoft Windows 7, Windows 8, Windows 10, Linux/Unix, Android, iOS. 
 
Networks 
Configuration, Servers, Routers, TCP/IP Socket.  
 
Security 
Virus Protection, Maintenance Software and Hardware, Monitoring, Backup Management, Disaster 
Recovery Plan (DRP), Business Continuity Plan (BCP), Data Centre, Access Control (Biometrics), 
Physical and Logical Security Control, IT Asset Software/Hardware Devices. 
 
Programming/Java Language 
C/ C++, PHP, Python, HTML, CSS, Javascript. 
 

PROFESSIONAL SKILLS 
 

• Good team player. 

• Good communication and report writing skills. 

• Willing to learn and keep sharing knowledge. 

• Honest, responsible and reliable to produce quality work.  

• Self-motivator, receptive to ideas/feedback constructively and ability to adapt to changes. 

• Inquisitive, possesses critical thinking and analytical skills. 

• Possess strong analytical, written/verbal communication, interpersonal and relationship building 
skills. 

• The discipline will always organize my work on timely manner. 



KNOWLEDGE 
 

• Knowledge in performing IT and Cybersecurity control/testing, physical and logical access 
control, network IT infrastructure diagram, software codes review, maintenance of hardware 
review, antivirus, change control, backup retention and recovery, BCP/ DRP, data analytic, etc. 

• Sound understanding in IT for banking operations. 

• IT Risk Management, Project and Property Management and Regulatory requirements. 

• Familiar with related BNM’s Guidelines and requirements as well as from other regulatory 
bodies as follows:- 

- Risk Management in Technology (RMiT) 
- Data Management and MIS Framework 
- BCM For Participants of PayNets Services 
- BCM Guidelines  
- Management of Customer Info PD 
- CCRIS 
- Electronic Know-Your-Customer (e-KYC) 
- Code of Conduct for Malaysia Wholesale Markets 
- Global Markets Procedures 
- Wholesale Market Conduct Practices Guidance 

• Familiar in IT governance standards and best practices for IT environment such as ISO 27001: 
Information Security Management System (ISMS), Control Objectives for Information and 
Related Technologies (COBIT), Information Technology Infrastructure Library (ITIL) etc. 

 
LANGUAGE 

 

• English   : Good in written and spoken 

• Malay   : Excellent in written and spoken 
 

ACHIVEMENTS & TRAINING 
 

MBSB BANK BERHAD 

• Certification of Audit Command Language (ACL) Analytics – 8th March 2022 to 11th March 2022. 

• Certification of Information & Cyber Security – year 2021 to 2022. 

• Certification of Integrity & Governance – year 2021 to 2022. 

• Certification of Banking Secrecy – year 2021 to 2022. 

• Certification of Operational Risk & Business Continuity Management – year 2021 to 2022. 

• Certification of Anti-Money Laundering /Counter Financing of Terrorism (AML/CFT) – year 2021 

to 2022. 

• Certification of Introduction to Islamic Finance and Fundamentals of Shariah Principles – year 

2021 to 2022. 

• Audit Management System (AMS) for the purpose of act of evaluation of all the activities of all 

the departments and future oriented task which evaluates timely in all the levels of 

management. 

 

 

 

 

 



AEON CREDIT SERVICE (M) BERHAD 

• Certification of Team Achievement Award 2019 – 29th June 2019. 

• Certification of Microsoft Excel 2010 – 10th July 2019. 

• Training Internal Audit in Video-Conference with Regional Office Center (AEON Financial 

Service Co. in Japan). 

• Training Information System (IS) Internal Audit in Video-Conference with Regional Office 

Center (AEON Financial Service Co. in Japan). 

• Corporate Social Responsibility (CSR) Activities Organized by Companies Malaysian AEON 

Foundation Mesra Christmas 2019. 

 

UNIVERSITI TENAGA NASIONAL (UNITEN) 

• Certification of SAP University Alliances – October 2016 to January 2017. 

• Competition of Programming C++ Skills – for year 2016. 

• Certification of ERP Achievement.  

• Entrepreneurship & Business Ventures in a Borderless World, Project/Program Secretary. 

• Student Society in Wawasan UNITEN Club (the best college club and organization), Secretary – 

for year 2014 to 2015. 

• The CIO Talk Series, Leadership from the Heart. 

 
OTHER INFORMATION 

 

• Notice Period: 3 Months. 

• More information in LinkedIn: Auni Zulkifli.  


