Head of IT Security and Compliance

We are looking for Head of It Security and Compliance (HITSC) who will be based at the
Corporate Office, Selangor. The incumbent will report directly to the Group Head, Digital &
Information Technology will oversee overall information security. He/she heads the
management of the IT security risk throughout the lifecycle of digital data. The HITSC
defines, develops, and implements a risk management structure, strategies and policies to
mitigate risk, and to protect and defend against information security attacks, which includes
the governance, evaluation and responses to risks but not limited to the following:

JOB RESPONSIBILITES:

e Ensure the Information Security is effectively protected, managed, and controlled.
e Ensure all digital data are kept secured and access are appropriately controlled.

e Responsible for the setup and enhancement of information security and data
protection standards, policies, and procedures in line with changes to IT Systems.

e Governs the proper execution of IT security policies and initiatives.

e Implement relevant information security framework to detect, monitor, prevent and
manage incidents.

e Working within Quality Management System to ensure regular internal audits are
conducted on critical Information Systems controls by qualified internal auditors.

e Control and direct, in conjunction with legal, any breach or other reporting to
regulators on Information Security matters

e Ensure alignment with broader IT Security initiatives and directions from the
corporate office..

e Accountable for 3rd Party IT Partners’ security assessment and compliance.

e Be the primary leadership point of contact and liaison during any external cyber
incident handling process.

e Reports to IT Risk Committee on latest Security Posture, status of related initiatives
and suggestions for improvements.

e Ensure compliance and security policies.

JOB REQUIREMENT:

e DegreeinIT
e At least 15 years experiences in IT field with at least 7 years in IT Security
Management.

e Has in-depth knowledge in ISO27001 and/or NIST.
e Experience in adopting Zero Trust Security is highly preferred.
¢ Has qualification in Project Management Certification.



Possess ITIL certification.

Conversant in Change Management.
Strong written skill for documentation.
Knowledge of relevant aspects of the IT industry and latest trends in IT Security.

Possess previous experience in healthcare is desired.



